TITLE: 

DETECTING COMMUNICATIONS DISCONNECT AND ENABLING 
WIRELESS EMERGENCY CALL 

CROSS REFERENCE TO RELATED APPLICATIONS: 

[0001] This application claims priority of U.S. Provisional Patent Application Ser. 
Nos. 60/409,933, filed September 12, 2002 and 60/445,827, filed February 10, 2003, 
entitled Detecting Communications Disconnect and Enabling Wireless Emergency 
Call. The contents of the provisional applications are hereby incorporated by reference. 
BACKGROUND OF THE INVENTION: 
Field of Invention: 

[0002] The present invention is directed to methods and systems for use in security 
systems in securing the premises of establishments. The methods and systems are 
equally applicable to both business and household security systems. 
[0003] More specifically, the present invention is directed to methods and systems that 
allow for a system to detect when a communication medium is disrupted and use an 
alternate communication medium to contact a reporting center, when some triggering 
event occurs. 

Description of Related Art: 

[0004] In home and other types of security systems, a network of sensors is used to 
secure the premises of a property. The security system maintains contact with various 
sensors used and detects and reports changes in those sensors. In the case of home 
security systems, sensors are placed at access points, such as doors and windows, and 
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the system monitors those sensors to determine when access points are opened or 
closed. Sensors can also be used to sense other states, such as fire detection by a smoke 
or heat detector and area sensors that detect the heat or presence of unauthorized 
persons. When the system is armed, the system reports an alarm event when a 
predetermined change in any of the sensors occurs. Security systems may also have a 
"panic" button that will cause an alarm event to be reported even though no sensor has 
changed its state. 

[0005] The reporting by the system usually occurs through a landline telephone line to 
a monitoring headquarters providing the monitoring services. Some business systems 
use dedicated lines that do not rely on telephone service, but a majority of the systems 
rely on telephone lines. A potential point of failure occurs when a person trying to gain 
access to premises cuts the telephone or other lines before gaining access to the 
premises. In that case, since there is no way for the system to report the alarm event to 
the monitoring headquarters, someone may gain access without worrying about 
interference of others contacted by the monitoring headquarters in the case of an alarm 
event. 

[0006] It is also possible for the monitoring headquarters to periodically poll security 
systems to make sure that reporting can occur when needed, but this would tie up 
system resources of the monitoring headquarters and also preclude the landlines from 
other uses while such polling is occurring. Additionally, landlines are subject to 
corrosion or wear and tear and services can be cut off even when there is no problem 
with the security system. Also, locations that do not have a landline access cannot be 
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monitored, and other access control security systems without monitoring would need to 
be employed. 

[0007] Therefore, there is a need for method and apparatus to provide an alternate 
communication medium to contact a reporting center, when some event, for which the 
system is designed to detect, occurs. There is also a need for such an apparatus and 
method that can utilize the alternate communication medium when the ordinary 
communication medium becomes unavailable or unusable. 
SUMMARY OF THE INVENTION: 

[0008] The present invention provides an efficient solution to the problems discussed 
above by utilizing a wireless connection to establish communication with a monitoring 
headquarters. Such a wireless connection could be the main, reporting connection for 
systems that do not have landline access or can be used in case no landline connection 
can be established for reporting. In the latter case, for example, if someone were to cut 
the telephone lines to a residence, an alarm event could still be reported through a 
wireless connection, such as a cellular telephone network. 

[0009] According to one aspect of this invention, a process of detecting and 
communicating alarm events by a security system is disclosed. Sensors in 
communication with the security system are monitored, where specific changes in 
outputs of the sensors indicate an alarm event. It is determined whether a landline 
communication medium connecting the security system with a monitoring headquarters 
is active, when the alarm event is detected. Data, indicating the alarm event, is sent over 
the landline communication medium to the monitoring headquarters when the landline 
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communication medium is determined to be active. Also, data, indicating the alarm 
event, is sent over a wireless communication medium to the monitoring headquarters 
when the landline communication medium is not determined to be active. 
[0010] Alternatively, the method can also include querying the sensors to determine 
baseline output states of the sensors. Also, the method can include establishing a 
wireless communication connection with the monitoring headquarters and sending the 
data through the wireless communication connection. Additionally, the data, indicating 
the alarm event, may be sent over a telephone line to the monitoring headquarters and 
the telephone line may be monitored to determine whether the line exhibits a dial tone. 
The sending of the alarm event data over the wireless communication medium can 
include sending the data through a satellite communications link with the monitoring 
headquarters, through a cellular telephone network to the monitoring headquarters, and 
through a wireless data service to the monitoring headquarters. 

[0011] According to another embodiment of this invention, a process of detecting and 
communicating alarm events by a security system is disclosed. A landline 
communication medium, connecting the security system with a monitoring 
headquarters, is monitored to determine whether the landline communication medium 
is active. A default communication medium is switched from the landline 
communication medium to a wireless communication medium, when the landline 
communication medium is determined to not be active. Data, indicating an alarm event, 
is sent over the default communication medium to the monitoring headquarters when 
the alarm event is detected. 
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[0012] Alternatively, the process can include establishing a wireless communication 
connection with the monitoring headquarters and sending the data through the wireless 
communication connection, when the landline communication medium is determined 
to not be active. Also, the landline communication medium may be a telephone line to 
the monitoring headquarters and the telephone line may be determined to be active 
when the line exhibits a dial tone. In addition, the default communication medium may 
be a satellite communications link with the monitoring headquarters, a cellular 
telephone network connecting to the monitoring headquarters or a wireless data service 
connecting to the monitoring headquarters. Additionally, the default communication 
medium may be set to both the landline communication medium and the wireless 
communication medium, when both the landline communication medium and the 
wireless communication medium are active. 

[0013] According to an alternate embodiment, a security system for detecting and 
communicating alarm events is disclosed. The security system includes monitoring 
means for monitoring sensors in communication with the security system, where 
specific changes in outputs of the sensors indicate an alarm event and determining 
means for determining whether a landline communication medium connecting the 
security system with a monitoring headquarters is active, when the alarm event is 
detected. The system further includes first sending means for sending data, indicating 
the alarm event, over the landline communication medium to the monitoring 
headquarters when the landline communication medium is determined to be active and 
second sending means for sending data, indicating the alarm event, over a wireless 
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communication medium to the monitoring headquarters when the landline 
communication medium is not determined to be active. 

[0014] The present invention is also directed to a security system for detecting and 
communicating alarm events. The security system includes monitoring means for 
monitoring a landline communication medium, connecting the security system with a 
monitoring headquarters, to determine whether the landline communication medium is 
active. The system also includes switching means for switching a default 
communication medium from the landline communication medium to a wireless 
communication medium, when the landline communication medium is determined to 
not be active and sending means for sending data, indicating an alarm event, over the 
default communication medium to the monitoring headquarters when the alarm event is 
detected. 

[0015] According to one embodiment of the present invention, a security system for 
detecting and communicating alarm events is disclosed. The security system includes a 
monitor, for monitoring sensors in communication with the security system, where 
specific changes in outputs of the sensors indicate an alarm event and a determiner, for 
determining whether a landline communication medium connecting the security system 
with a monitoring headquarters is active, when the alarm event is detected. The system 
also includes a first transmitting unit, for sending data, indicating the alarm event, over 
the landline communication medium to the monitoring headquarters when the landline 
communication medium is determined to be active and a second transmitting unit, for 
sending data, indicating the alarm event, over a wireless communication medium to the 
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monitoring headquarters when the landline communication medium is not determined 
to be active. 

[0016] According to another embodiment, a security system for detecting and 
communicating alarm events is discussed. The security system includes a monitor, for 
monitoring a landline communication medium, connecting the security system with a 
monitoring headquarters, to determine whether the landline communication medium is 
active. The system also includes a switch, for switching a default communication 
medium from the landline communication medium to a wireless communication 
medium, when the landline communication medium is determined to not be active and a 
transmitting unit for sending data, indicating an alarm event, over the default 
communication medium to the monitoring headquarters when the alarm event is 
detected. 

[0017] These and other objects of the present invention will be described in or be 
apparent from the following description of the preferred embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS: 

[0018] For the present invention to be easily understood and readily practiced, 
preferred embodiments will now be described, for purposes of illustration and not 
limitation, in conjunction with the following figures: 

[0019] Figs. 1 illustrates a general wireless telephone network with multiple cells 
serving various wireless devices; 

[0020] Fig. 2 illustrates a security system using a landline and/or a wireless telephone 
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as its communication medium, according to one embodiment of the present invention; 
[0021] Fig. 3 illustrates a flow chart of the process of monitoring for alarm events in a 
security system, according to an embodiment of the present invention; and 
[0022] Fig. 4 illustrates a flow chart of the process of monitoring for alarm events in a 
security system, according to another embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS: 
[0023] The present invention addresses the problems discussed above by utilizing a 
wireless connection to establish communication with a monitoring headquarters. Such 
a wireless connection could be the main reporting connection for systems that do not 
have landline access or can be used in case no landline connection can be established 
for reporting. In the latter case, for example, if someone were to cut the telephone lines 
to a residence, an alarm event could still be reported through a wireless connection, 
such as a cellular telephone network. 

[0024] It is noted that while cellular wireless telephones and networks are discussed at 
length specifically herein, the present invention is not so limited. In some 
embodiments, other wireless forms of communication are utilized, such as satellite 
communication, Global System for Mobile Communications, Code Division Multiple 
Access, Time Division Multiple Access General, High Speed Circuit Switched Data, 
Packet Radio Service, homeRF, IEEE 802.11 and Local Multipoint Distribution 
Services. 

[0025] A general cellular telephone network is illustrated in Fig. 1. Multiple cells 

111b, 1 12b and 1 13b are established through the use of antennas 111a, 1 12a and 1 13a. 
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Devices 101-104 having access to the cellular telephone network are able to move from 
cell to cell and maintain access with the network. Each antenna 1 1 la-1 13a has a 
connection 120 with a service provider 130. The service provider 130 controls access 
to the network, maintains records 135 about the use and the users of the network and 
coordinates the handing-off of access as the devices pass between the cells. The service 
provider identifies each device and routes communication to the proper location of the 
particular device. Commonly, the devices 101-104 may be cellular telephones, 
computers with wireless modems and other devices that exchange information with the 
service provider. 

[0026] Fig. 2 illustrates one embodiment of the present invention, utilizing a cellular 
telephone network. The cell 2 1 3b is established by the range of the antenna 213a which 
maintains communication with the service provider through the communication line 
230. Within the cell 213b, a security system 210 provides security for an installation. 
By way of example, a door 200 is equipped with a sensor 201 that senses whether the 
door is in a closed or an opened state. The sensor 201 is in communication with the 
security system 210 and reports unauthorized access when the system is armed. The 
reporting of alarm events typically occur through a landline connection 240 to a 
monitoring headquarters. 

[0027] The security system 210 can be equipped with a circuit or a software assisted 
detector to determine if the landline connection 240 is active and capable of sending and 
receiving communications thereon. When the landline connection 240 is not 
operational, the system 210 uses a device 215 that can access the cellular network 
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established within the cell 213b. The communication line 230 is used to establish 
communication with the monitoring headquarters through the cellular network, with the 
monitoring headquarters notifying the predetermined individuals or authorities. 
[0028] The process of the present invention, according to one embodiment, is 
illustrated in Fig. 3. In step 301, the security system queries the sensors to determine 
the status of each sensor, after which each sensor is monitored to determine if the status 
changes, i.e. if an alarm event is occurring, in step 302. Once an alarm event occurs, the 
security system determines whether the landline connection is active, in step 304, and 
sends the alarm event report over the landline to a monitoring headquarters, in step 305, 
when the landline connection is active. When the landline is not active, in step 304, the 
security system establishes a connection with the monitoring headquarters through the 
wireless device in step 306. The alarm event report is sent using the wireless device to 
the monitoring headquarters in step 307. 

[0029] Additional embodiments of the invention may also allow for the security 
system 210 to switch from using the landline connection 240 to use of the wireless 
device 215 as its primary communication connection once a disruption in the landline 
occurs. In other words, the security system 210 may actively or periodically monitor 
the state of the landline, and immediately utilize the wireless device 215 once an alarm 
event occurs if the landline has already been determined to have been disrupted. This 
process is illustrated in Fig. 4, with the security system monitoring the landline 
connection, in steps 401 and 402, and switching the main connection method to the 
wireless device, in step 403, when the landline is determined to not be active. Alarm 
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events are sent to the monitoring headquarters upon event alarm event detection, in step 
404. 

[0030] Additionally, the present embodiment is also applicable to security systems that 
do not have an established landline 240 and use the wireless device 215 as its sole 
communication connection. Such embodiments may be applicable to systems that lack 
a landline communication connection, or even lack an alternating current power source. 
The latter would be applicable to securing of a work shed or other container that does 
not have power or a communication medium connected thereto. In that case, the 
security system would alert a monitoring headquarters once a sensor is tripped through 
the wireless communication medium. 

[0031] While the above examples use a cellular telephone network as the wireless 
communication medium, the present invention is not limited to cellular telephone 
networks. Additionally, the wireless communication device may be incorporated into 
the security system or added during or after the installation of the security system. 
Also, the present invention is also applicable to systems that utilize both landline and 
wireless communication media concurrently to report alarm events. This embodiment 
is also important in the case when the landline connection is engaged and a connection 
through that landline connection is not possible. Also, the present invention is 
applicable to all security systems that exchange data with a monitoring headquarters, 
regardless of the type of connection made or the type of data that is exchanged. 
[0032] The above-discussed configuration of the invention is, in one embodiment, 
embodied on a semiconductor substrate, such as silicon, with appropriate 
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semiconductor manufacturing techniques and based upon a circuit layout which would, 
based upon the embodiments discussed above, be apparent to those skilled in the art. A 
person of skill in the art with respect to semiconductor design and manufacturing would 
be able to implement the various modules, interfaces, and components, etc. of the 
present invention onto a single semiconductor substrate, based upon the architectural 
description discussed above. It would also be within the scope of the invention to 
implement the disclosed elements of the invention in discrete electronic components, 
thereby taking advantage of the functional aspects of the invention without maximizing 
the advantages through the use of a single semiconductor substrate. Additionally, the 
present invention can be implemented totally or partially through software. 
[0033] Although the invention has been described based upon these preferred 
embodiments, it would be apparent to those of skilled in the art that certain 
modifications, variations, and alternative constructions would be apparent, while 
remaining within the spirit and scope of the invention. In order to determine the metes 
and bounds of the invention, therefore, reference should be made to the appended 
claims. 
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